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Virtual Machine —> Fixed Circuit

— versatile — optimizable
high one-time cost high per-application cost
low per-application cost faster 4 fewer resources required

slower + more resources required

— one prover, one verifier, many programs — one prover and one verifier for each application
— examples: — examples:
transaction aggregation zk-evaluation of UTXO-to-nullifier map
recursive block validation = rapid sync zk-verification of no-inflation + output-positivity
verifiable builds wrapping a STARK

private and verifiable machine learning

— stateful — stateless

evolution across time direct relation between input and output

STARKs are tailored towards proving the

integral evolution of a state across time.



zk-VMs that use STARKSs

team

open source
verifier GPU prover

mainnet capable

Ethproofs

based on
STARK?

RISC-V. revis v v v
RISC-V. uccinct /7 dual v v v
MIPS KM /7 dual v v v
RISC-V. isK / / dual 7 7 v
RISC-V Matter Labs /7 dual /7 dual v
RISC-V Scroll /7 dual 72
RISC-V ‘Axiom /7 dual 7/ dual 2 v
RISC-V. Scroll /7 dual closed v v
RISCV powdr /7 dual N/A % v
RISCV. RISC Zero / Apache 2.0 |/ Apache 2.0 v
Lean4 Argument /7 dual N/A TA: 2025 (no recursion) ETA: 2025 v
RISC-V a16z v / dual =TA: 2025 (no streaming) TA: 2025
WASM Ligero / Apache 2.0 |/ Apache 2.0 | ETA: 2025 (no recursion) A 2025
EVM Linea v / dual closed 'A: 2025 (no MPT) A: 2025
Miden ISA_| Miden 7/ dual 7__MIT TA: 2025 (no recursion) A: 2025 v
RISCV. O(1) Labs /7 dual /A A 2025 (no recursion) A 2025
Valida ISA_| Lita /7 dual A A 2025 (no recursion) A 2025 v
zkEngine WASM ICME v/ dual A [A: 2025 (no recursion’ A: 2025
ZKWASM WASM Delphinus /7 dual GPL 3.0 TA: 2025 (64MB limit A: 2025
 Apache 2.0
7/ dual / Apache 2.0 v
7/ dual v
7/ dual v
7 dual v
v Apache 2.0
v/ dual
77 dual v
BUSL 1.1 v
unlicensed closed v v
v

credit: EthProofs
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Definition
Scalable, Transparent ARgument of Knowledge

STARK!: any proof system that is
— transparent = no trusted setup
— succinct = O(poly logn) verifier
— scalable = succinct + O(nlogn) prover
— argument = computationally sound
— of knowledge = can extract witness*
— interactive or non-interactive
— no preprocessing

STARK?: a specific family of proof systems with
— algebraic execution trace (AET) and algebraic intermediate representation (AIR)
— randomized AIR with preprocessing (RAP)
— ALl / DEEP-ALI
— an interactive oracle proof of proximity such as FRI / STIR / WHIR
— Merkle trees

STARK?: a concrete non-interactive proof for some STARK?

*in some unrealistic world, e.g., ROM or rewinding
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Concept

(input, (input,
output) output)

proof
Prover » Verifier

VL

universal formula for SNARKSs:
1. give Verifier superpowers
2. strip them away
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Superpowers

wegker 1 interaction
2. point queries — IOP (interactive oracle proof)
3. low-degree tests
(input, stronger 4. polynomial evaluation queries (input,
output) — Polynomial 10P output)
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State Machine Arithmetization

state space:
— e.g. initial state

transition function:
— evolution
— eg.

computational claim:
— eg

arithmetize:

describe in terms of
— finite field elements
— low degree polynomials over finite fields

Fw vectors of w finite field elements

(20, y0) € F?

F:F" —TF" and F(x) e (Flz]s9)"
F F F

Tog —> X1 —> Ty —> -
N [ 1+4uwy

F(x,y) = <:L“2—|—y2>

boundary constraints

{xo =Ly =227 = 3}



State Machine Arithmetization

arithmetize:

describe in terms of
— finite field elements
— low degree polynomials over finite fields

state space: Fw vectors of w finite field elements
— e.g. initial state  (zq, 1) € F?

transition function: F:F¥ —FY and F(zx) ¢ (Flz]s)"

— evolution o EN , LN s LN
— eg. Fioy) - <1 +xy>
z, 22 42
computational claim: boundary constraints
— &g {zo=1,y0 = 2,27 = 3}
integrity: 1. boundary constraints v/

2. transition constraints v/ & Viwig = F(x)
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Algebraic Execution Trace (AET)

initial state — transition function

e

terminal state —
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AIR: AET AIR constraint type
set of multivariate polynomials Ty — Tinig = 0 initial
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AIR

AIR:
set of multivariate polynomials

of low degree

in a combination of AET rows
evaluates to zero < AET is integral

AET

AIR constraint
Ty — Tinit = 0

Liy1 — F(JLL) =0

type
initial

transition

consistency

terminal



AIR

AIR:
set of multivariate polynomials

of low degree

in a combination of AET rows
evaluates to zero < AET is integral

unquantified

— applies to fixed row (combination)

AET

ieeeeecasi

quantified

AIR constraint
Ty — Tinig = 0

xip1 — F(x;) =0

— applies for all row combinations

Vie{0,...,N—=2}: @iy — F(z;) =0
Vje{0,...,N—1}: ¢(xz;) =0

type
initial

transition

consistency

terminal



AIR

AIR: AET AIR constraint type
set of multivariate polynomials Ty — Tinig = 0 initial
of low degree Flz) =0 .
Tiv — rlx;) = transition
in a combination of AET rows 1 o !
evaluates to zero < AET is integral
¢ M c(x;) =0 consistency
a(lxny_1) =0 terminal
unquantified quantified
— applies to fixed row (combination)  — applies for all row combinations

Vie{0,...,N—=2}: @iy — F(z;) =0
Vje{0,...,N—1}: ¢(xz;) =0

Q: How to succinctly test quantified constraints?
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Divisibility

~-

2also known as "vanishing polynomial”

1. Given a polynomial f(X)
with zeros in {xg, z1,...}

2. Consider the zerofier 2
Z2(X) = IL(X — =)

S Z(X) LX)

Proof.

Let f(X)=k(X) - Z(X)+r(X)

with deg(r) < deg(Z).

Then Vi f(z;) = k(x;) - Z(x;) + r(z;)
0=r(x;).

So (X)) has more zeros than deg(r).

Therefore, 7(X) = 0. O



Use Divisibility as Quantifier

U —

quantifier zerofier

~

Q: how to succinctly test A: express as polynomial divisibility

quantified constraints? relation.
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DEEP-ALI: Intuition

1. Interpolate trace polynomials
2. Compose with AIR Problems:

3. Divide out zerofiers 1. Soundness?

2. transition constraints c(x;, ©;11)7?
Prover Verifier 3. Polynomial 10P:

trace T AR C — evaluation queries v/

— divisibility checks x
t(X) <« interpolate Tt .
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want: : have:
divisibility check ' evaluation queries
simulate
¥ : N
Prover Verifier E Prover Verifier
p(X), Z(X) p(X), Z(X) E p(X), Z(X) p(X), Z(X)
2010 L e g
Soundness. Z(2) - q(z) = p(2)

Pr(Z(X) - q(X) # p(X) A Z(2) - q(z) = p(2)]
< C‘%"g (Schwartz-Zippel)

= ¢&.



Polynomial 10P for Divisibility

want: : have:
divisibility check ' evaluation queries
simulate
¥ : N
Prover Verifier E Prover Verifier
p(X), Z(X) p(X), Z(X) E p(X), Z(X) p(X), Z(X)
200 ey
Soundness. Z(2) - q(2) = p(z)
Pr[Z(X) - q(X) # p(X) AN Z(2) - q(z) = p(2)] evaluate efficiently?
— sparsity

< C‘%’f (Schwartz-Zippel)

= ¢&.
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DEEP-ALI: Refinement

1. Interpolate trace polynomials

2. Compose with AIR

Problems:
—+—Sotmdess*+ € = % (1.a) what is deg?)

3. Divide out zerofiers
2. transition constraints c(x;, ;. 1)?

Prover Verifier
trace 7', AIR C AIR C

fUisibility chec

t(X) < interpolate T’ . .
(X) P t(X) 4. sparse zerofier

for all (c(x;), Z(X)) e C:

cot(X)
4(X) + Z5 a(x)

)
z+F

for all (¢(x;), Z(X)) eC:

G(2) - Z(z) £ c o t(2)
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DEEP-ALI: Refinement

1. Interpolate trace polynomials

2. Compose with AIR

3. Divide out zerofiers

,AIRC

interpolate

for all (c(z;), Z(X)) € C :

cot(X)
q;(X) < Z(X) q(X)

deg
||

-~ —
E =

(1.a) what is deg?)

2. transition constraints ¢(x;, ;+1)?

4. sparse zerofier

for all (¢(x;), Z(X)) eC:

6:(2) - Z(2) = ¢ o t(2)
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Trace Interpolation Domain

R

£(X)

N1
w

R

Q: over which domain?
A: subgroup of F* of order N = 2F

R

* complexity:
O(NlogN) (NTT)
* zerofiers:
— first row: X — 1

— last row: X —w™

— entire domain: XN —1

1

.. except for last row:

XN
X—

—1
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Trace Interpolation Domain

R

* complexity:
O(NlogN) (NTT)

* zerofiers:

» — first row: X — 1

1

— last row: X —w™

— entire domain: XN —1

XN_1
X—w-1

— ... except for last row:

N1
w

R

Q: over which domain?
£(X) A: subgroup of F* of order N = 2F

* arithmetic shift
t(wX) — rotation by 1 row

(¢(X), t(wX)) — consecutive pairs

c(xy, @iv1) o t(X) 2 c(t(X), t(wX))



DEEP-ALI

1. Interpolate trace polynomials
2. Compose with AIR

Problems:

+—Serthesse  — 0 (e is deg?
3. Divide out zerofiers IF] (La) what fs deg?)

Prover Verifier
trace T', AIR C AIR C
t(X) < interpolate T H(X)
for all (¢, Z(X)) e C:

cot(X)
Q}'(X) — Z(X) q(X)

$
z+TF

for all (¢, Z(X)) e C:
Gi(2) - Z(z) = c o t(z)
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Polynomial IOP to Low-Degree IOP (1)

Low-Degree IOP:

codeword oracles p € FN/¢

Polynomial IOP:
polynomial oracles p(X) € F[X]

evaluation queries pointwise maps

| ]
low degree tests

simulate
¥ . N
Prover Verifier E Prover Verifier
p(X) P(X) : p p
2 EF

y + p(z)
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Reed-Solomon Code in STARKSs

polynomial = codeword
p(X) P

p =p(D)

O trace interpolation domain
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Reed-Solomon Code in STARKSs

polynomial = codeword
p(X) P
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Low-Degree IOP:

codeword oracles p € FN/»

Polynomial IOP:
polynomial oracles p(X) € F[X]

evaluation queries

pointwise maps
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low degree tests

simulate
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p(X) p(X) : p p
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DEEP Soundness

pe [ ([222] RS) < ws(x) e is(p) 1(2) 0] < B0t

probability
negligible
negligible
negligible?
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confidence

provable security (4 simple analysis)
provable security
conjectural

insecure
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Low-Degree 10P:

codeword oracles p € FN/?

Polynomial 10P:
polynomial oracles p(X) € F[X]

evaluation queries pointwise maps
| |

low degree tests

simulate
¥ . A\
Prover Verifier : Prover Verifier
p(X) p(X) : P P
z i F : . z i F
y < p(2) : ) 2(2)
' >
Soundness. E q < DEEP(p, p(2), 2)
€ = €DEEP . _ [%]
' Diil-= |,
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DEEP-ALI + DEEP

1. Low degree extend the trace
2. Evaluate AIR

3. Divide out zerofiers

4. DEEP in out-of-domain point

Prover Verifier
trace T, AIR C AIR C
e
g Cot/Z ¢
0 N
z & F
J z
N t(2), t(wz)

q(z) < Cot(2)/Z(2)

til-tz) | o t[i]—t(wz) alil—q(z)
e [D[i]—z] v [mez} T [ D= ]

A(x,RS) ; by for xe{t,mv,q,r}
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. DEEP in out-of-domain point

Prover Verifier
trace T, AIR C AIR C
t 5T
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>
z & F

A

~

q(z) < Cot(2)/Z(2)

til-tz) | o t[i]—t(wz) alil—q(z)
e [D[i]—z] v [mez} T [ D= ]

A(x,RS) ; by for xe{t,mv,q,r}
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A(x,RS) ; do for x € {t,u,v,q,r}

» 3w + 2#C codewords (a lot)
» Q: can we batch them? A: yes!
» Strategy: random linear combination v’

» Soundness?

Pr. [A((1 =7) - u+7r-v,RS) <d|A(u,RS) > 4§ V A(v,RS) > ]
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Intermezzo: Batching

A(x,RS) ; g for xe€ {t,u,v,q,r}

» 3w + 2#C codewords (a lot)
» Q: can we batch them? A: yes!
» Strategy: random linear combination v’

» Soundness?

I(eo, 0p)-gap

=
Pr, [A((]_ — T’) u+r-v, RS) < dy | A(’U/, RS) > 0y V A(’U, RS) > 50] < €
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pointwise maps

low degree tests

for vectors of length N/p
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— half the length; same rate

split : RSN/P _y RSN/20 « RSN/2P
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— half the length; same rate

split : RSN/P _y RSN/20 « RSN/2P
(D) = (fe(D?), fo(D?)) where fp(X?) = LOUHEX) ang f,(x2) = 00

[f[i}+f[i+N/2p} ] N/2p
2

f—

[f[i}—f[iJrN/?ﬂ}]
2D[i]
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N/2p
1=0

Soundness.
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Split

— half the length; same rate

split : RSNP — RSN/2P 5 RSN/2
F(D) = (fe(D?), fo(D?)) where fp(X2) = TN gng f(x2) — FX0-1-X)
[f[i}+f[i+N/2p} ] Nize
2 .
=0
f—
[f[i}—f[iJrN/?ﬂ] ] Ni2e
2D1i] o
Soundness.
Pr[A(fz(D?),RSM?) < § A A(fo(D?),RSN?7) < 5| A(f(D),RSM?) > 6] =0
— no probability variables = Pr € {0,1}

— local map is linear over F? and invertible, so 0 <+ 0
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log N x

split o split o --- o split

Problem:

Solution:

Problem:

Solution:

verifier work explodes exponentially
prover helps
malicious help

verifier checks help
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commit phase
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FRI: Visual Intuition

errors errors

errors

* Soundness:

-
-}

commit phase:

1. commit to all codewords
2. test degree of last codeword

probability that:
— 1 index points to error: > §
— 1 index points to non-error: <1 —§

— all ¢ indices point to non-errors: < (1 — §)°

query phase:

1. sample indices |

2. indices cascade modulo length .
3. query codewords

3. check split+fold § J

4. reuse result
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verify split+fold for ¢ in i
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IOP P
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|IOP to IP

IOP IP

codeword oracles ¢ € |J, € FN/?'» | random oracle H: {0, 1} — {0,1}*
point queries E @ evaluation queries
simulate
. L] .
Prover Verifier . Prover Verifier
c : c
C [
' tree < Merkle(c) BCS Transform
: tree.root N
cli] ¢ :

cli], tree.path(i)

7

verify(root, i, path, c[i])
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~
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A
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~

Soundness.
Pr[Verifierv' | bad leaf]
< Prlhash collision]
- %

Q. # hash evaluations
A: # bits in output
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STARK Compilation Pipeline (Fiat-Shamir Transform)
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AET + AIR
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Polynomial IOP

DEEP

Low-Degree IOP X
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FRI STIR WHIR

low degree tests

BCS
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STARK?
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Interactivity is a big problem in practice.
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Soundness of Fiat-Shamir: One Round
Task: find x such that (z,H(z)) € R

for some sparse and uniform relation R.

sparse: eg = —I{(w:z'/%(lx(ﬂz)y})FR}\ is small

uniform: Vz,y : {z](x,2) € R} = |{z|(y,2) € R}|

Question: what is the success probability?

— depends on # queries

— for 1 query: e

— for @ queries: @ - e

Apply to (Prover, Verifier):
Find c¢mt such that
H(claim||emt) € S(emt).

ey =8l = Pr[V v | claimx]

v |8 & [S(emt)| & |S(emt')]

— soundness error?
— depends on # queries

Q - Pr[Vv | claimx]

Intuition: @ attempts = ()X " success prob
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Soundness of Fiat-Shamir: Multiple Rounds

Find (c¢mt, rspy, rspy, . . )
such that V(claim, emt, chy, rspy, cha, spy, ...) =1

where chy = H(claim||emt), chy = H(claim||cmt||rsp,), ...

R is well defined v/
sparse v’

uniformity x

intuition: “good start” / “bad start”
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Soundness of Fiat-Shamir: Round-by-Round Soundness
TRANSCRIPT PREFIXES = DOOMED LJ NOT DOOMED

V=1

msg
\ m / — RBR soundness = FS soundness

— RBR soundness of FRI established in [BGKTTZ23]

DOOMED
— requires weighted correlated agreement [BCIKS20]
msg msg
— RBR soundness of DEEP-ALI established 777
Pr<e
NOT DOOMED — specific example: EthSTARK v/

NN

msg
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