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— hashing|doagrippsts — DEEP update
— buiikligg \Medkelérteee — Fiat-Shamir
— Fiat-Shamir — verify Merkle path
— out-of-domain evaluation — FRI colinearity check
— evaluate AIR — hashing long inputs

— random linear combination
— DEEP update

— FR The VM must support hashing.

Theory predicts LDE is the bottleneck ... = we need an arithmetization-friendly hash function.

... but 80% of the time is spent hashing.
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Security of Arithmetization-Oriented Hash Functions

1. Statistical Cryptanalysis v'v'v/

— in particular, Grobner basis algorithms
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vy 4+2r0+y —r—y—1=0

> extend

add eqns via x{z,y}

How big does the matrix get?
1 — depends on degree of regularity
Gauss

row echelon reduce

yes

no D :
Triangular? ————— > read out solution
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1. Hash function is arithmetization-oriented
= it has a compact multivariate polynomial description

= Grobner basis algorithms are relevant
2. Poseidon

— Designers assume worst case d .4
— this hypothesis has been falsified

3. Rescue

— Designers extrapolate d,., from small instances
— extrapolation hypothesis very questionable

4. Reinforced Concrete
— lookup gates seem to defy GB attacks
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Design Criteria

Reinforced Concrete:

— p € {PBLS381, PBN254, PST }
— non-uniform rounds:
(CoB)"oCoBarsoCo(BoC)"

— many rounds + narrow state

We Need:

_p:264_232+1
— uniform rounds: R"

— few rounds + wide state

T

Tip5 design constraints
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Tip5 Sponge Construction
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How is this a permutation?

LZF257—>F257, [L’l—>(l’+1)3—1
— is a permutation on Fys7
— has fixed points {0, 255, 256}
= also a permutation on {0,...,255}

Consider S = oo L® o p as a map on N_y6s
—rx=p—1& = 0xff£f££££00000000
maps to Oxffff£f£££00000000 =p — 1
—x 2 p& x = 0xEELFFEffsokxxrskokokok

maps to OxEEfEfEEffxxkskotokkk > p
]

= 2 < p maps to S(z) < p
12/17
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2.68x speedup in ,';h’, Triton VM.

17/17



The Tip5 Hash Function for Recursive STARKSs

Alan Szepieniec Alexander Lemmens
K- RAER
alan@neptune.cash Alexander.Lemmens@vub.be
Neptune DIMA, Vrije Universiteit Brussel
Jan Ferdinand Sauer Bobbin Threadbare Al-Kindi
ferdinand@neptune.cash bobbinth@protonmail . com al-kindi-O@protonmail.com
Neptune Polygon Polygon

neptune . Triton VM




